y NN\
. ©
& \ S
= C ~ =
9 19
c Al =
\ S -
A c e
N/ c
S =
\)
c ©
0} c
> (Ca] c
3 5 5 3
© [ o © \ 3\
V< =3l - c \ o
3 = 0 c />
= 2 Hes 2 3
© ) — [V C o
L F o0 —A c S
— 1 -\/A_ QJ. V o
o 2 = o =] c
S i) [4%] >S5
5 E o| | Qo o]
o 3 - 3 =
< - O (@)
2 5 S @
5 & | - m /\ >
Q ~ Q ) o m
C
o 8 — \ L
© , >
= —_ \
~ ~ N~
‘ / o]
| S
| N\ o
| ,, o s
— -
N | 0
- S o 2
— o « ~~P
o \°C L — o 5 r
—_ a ~ s
S — ™
[
— —




Darstellung der Verbindung \vom Client uber Tor zu SSH auf dem Pi
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(RPUTTY Configuration =B 1 R PUTTY Configuratdon 5
Category: L Options controlling proxy usage Z
~ Session Proxy type: Category: Basic options for your PUTTY session
Logging None SOCKS 4 0O SOCKS 5 = . . i
- Terminal HTTP Telnet ] ~ Session Specify the destination you want to connect to
Keyboard Proxy hostname Bort Logging Host Name (or IP address) Port
Bel 127,001 : —— _ _ ,
Features Exclude Hosts/IPs v Terminal [ pi@t3jkiikotn6ndw5onysmhytaodtkqw5Inrusgoi4gaw7Idi6b4lelbyd.onion| ] 22
~ Window
Apearance Keyboard Connection type:
Behaviour Consider proxying local host connections Bell Raw Telnet Rlogin O SSH Serial
Translation Do DNS name lookup at proxy end: Features - - . - .
» Selection 3B Oduto S Load. save or delete a stored session
1 1 1 1 1 1 1 1 | 1 1 1 | 1 1 1 |
Colours Username EL - B
Fonts i~ $ who
. Password pi pts/0 2023-03-03 08:42 (10.0.0.13)
~ Connection pi pts/1 2023-03-03 09:17 (127.0.0.1)
Data Telnet command, or local proxy command :~ $ sudo netstat -tp
connect %host %port\n Active Internet connections (w/o servers) )
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
Telnet Print proxy diagnostics in the terminal window tcp ] 0 localhost:42774 localhost:5000 ESTABLISHED 708/haproxy
Rlogin OnNo Yes Only until session starts
- tcp (] 0 localhost:42888 localhost:5000 ESTABLISHED 708/haproxy
tcp (] 0 localhost:5000 localhost:42774 ESTABLISHED 388/python3
tcp [} 0 10.0.0.157:59576 ns3157950.ip-51-83:9001 ESTABLISHED 719/tor
tcp ] 0 localhost:5000 localhost:42888 ESTABLISHED 388/python3
tcp ] 0 localhost:42978 localhost:http ESTABLISHED 719/tor
tcp ] 0 10.0.0.157:39757 knopper.net:5555 ESTABLISHED 700/vtund[c]: octop
tcp ] 0 10.0.0.157:42438 france.phillw.net:https ESTABLISHED 719/tor
tcp ] 0 localhost:ssh localhost:35676 ESTABLISHED 6243/sshd: pi [priv
tcp ] 0 10.0.0.157:ssh 10.0.0.13:40510 ESTABLISHED 5988/sshd: pi [priv
tcp [} 536 10.0.0.157:37168 143.47.225.45:https ESTABLISHED 719/tor
tcp6 ] 0 10.0.0.157:http 10.0.0.13:51820 ESTABLISHED 708/haproxy
tcp6 ] - 0 localhost:http localhost:42978 ESTABLISHED 708/haproxy
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